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Everyone wants an Inbox free from spam and other sensitive or undesirable material, but keeping junk out
without stopping legitimate mail can be a real challenge. To ensure that legitimate e-mail reaches you
without compromising on anti-spam effectiveness, SurfControl has developed Personal E-mail Manager
(PEM) to block possible junk e-mails.

Using PEM, you can check whether your blocked e-mails are acceptable or if they contain spam or other
unwanted material. Your inbox remains free of junk mail without the worry that important material has been
stopped by mistake.

How IT WORKS

This guide gives you information for:

* Inbound notification e-mails — These tell you that PEM has blocked one or more e-mails that have
been sent to you. You can review these e-mails and decide what to do with them.

* Outbound notification e-mails — These tell you that PEM has blocked an e-mail that you have tried
to send. You can review the e-mail and decide what to do with it. Please note that your organization
might not use this function.

+ Always Allowed and Always Deleted lists — Within your personal page in PEM, you can add e-mail
addresses that you want PEM to always allow e-mails from, or that you want PEM to always delete
e-mails from.

Inbound Notification E-mails

At regular intervals or as soon as an e-mail sent to you has been blocked, PEM will send a natification
e-mail telling you that you have blocked e-mails. The interval is set by your e-mail administrator.

To review your blocked e-mails:

1 Open the notification e-mail. The e-mails that have been blocked since your last notification are listed,
together with a link to PEM.
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2 If you think that an e-mail is legitimate, click Receive. The e-mail can either be:

— Released immediately for delivery to your Inbox, or
— Sent to an authority in your organization to be reviewed.




PERSONAL E-MAIL MANAGER EMPLOYEE GUIDE

Immediate Release

If your administrator has enabled you to automatically allow e-mails from your trusted senders, a
confirmation pop-up is shown.

@ The e-mail "Software Testing enews" from planit has been
released,

W In future always allows e-mail From planit [marketing@planit. net, au)
‘ou will still be protected from dangerous material,
‘fiou can use Personal E-mail Manager to change your e-mail options.,

QK |

To ensure that e-mails from this address are not blocked in future, make sure that the check box is
selected, and then click OK.

Request Review

If your inbound e-mails need to be reviewed by an authority in your organization before you can
receive them, the Request Review confirmation pop-up is shown.

The e-mail "Fw: Christmas Party Photos" was classified as null.

It may have been misclassified, To have it manually cleared for
release, click Reguest Review.,

¥ Send a confirmation e-mail For my records

Request Review | Cancel |

One or more reviewers in your organization will review your e-mail and decide if you should receive it.
You can select to send a confirmation of the request to your Inbox.

3 To see all of your blocked inbound e-mails, click the Personal E-mail Manager link in the inbound
notification e-mail, and then log in to PEM.
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4 Your PEM My Junk E-mail list opens.
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Personal E-mail Manager

St My Junk E-mail
i

‘94, These e-mails have been blodked.

Blocked e-mails are automatically deleted after 14 days.

My Junk E-mail Tasks

Click Receive to release an e-mail ko your inbox 10 Messages = Add to Favorites

Action From Subject Date(GMT) Classified As % Delete all Junk E-mail
Receive | Preview john@john.com A special reat 09 June 2006 09:10 Sparm @ Edit Always Allowed list
Receive | Preview jim@jim.com Rubbish 09 June 2006 03:53 Spam (D Edit Always Deleted list
Receive | Preview baz@baz.com sg;’lf:r medicgion 09 JUne 2006 04:19 Spam

Receive | Preview sid@sid.com Yiolin Jokes 08 June 2008 17:10 Humor

Receive | Preview seth@seth.com hey big boy 08 June 2006 09:01 Offensive

Receive | Preview giles@giles.com Friclay Funny!! 07 June 2006 09:10 Offensive

Receive | Preview mike@mike.com Insane 07 May 2006 09:14 Offensive

Receive | Preview daz@daz.com Daft 07 May 2006 09:13 Spam

Receive | Preview simon@simon.com Siilly 07 May 2006 09:12 Offensive

Receive | Breview bill@bill.com ‘Wieird 07 May 2006 09:11 Humor

10 Messages

5 You can Receive any e-mails that you think are legitimate. The actions are the same as clicking
Receive in the notification e-mail. If allowed, you can also Preview the e-mails.

If you think that all of the e-mails in the list are unwanted, click Delete all Junk E-mail.

Outbound Notifications

If an e-mail that you sent is blocked, PEM sends a notification e-mail to you immediately. You can select to
deliver your e-mail or not deliver it.

To see the details of your blocked outbound e-mail:

1 Open the notification e-mail. The details of your outbound e-mail are shown.
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2 You can select to deliver or not deliver the e-mail. A confirmation pop-up is shown in both instances
and you can select to receive an e-mail that confirms the action.

However, if you select to deliver the e-mail and it needs to be reviewed by an authority in your
organization before it can be sent, the Request Review confirmation pop-up is shown.

The e-rail "Fw: Christrnas Party Photos" was classified as null,

It may have been risclassified. To have it manually cleared for
release, click Request Review,

¥ Send a confirmation e-mail for my records

Reguest Review ; Cancel l

One or more reviewers in your organization will review your e-mail and decide if it can be sent. You can
select to send a confirmation of the request to your Inbox.

Using Your Always Allowed and Always Deleted Lists

When you are logged in to PEM, there are two links on the My Junk E-mail page that enable you to set up

lists of e-mail addresses. PEM uses these lists to automatically allow or delete inbound e-mails from those
addresses:

+ Edit Always Allowed list — Addresses from which e-mails should never be blocked.

+ Edit Always Deleted list — Addresses from which e-mails should always be deleted.

Always Allowed list Always Deleted list

You can add individual addresses or domains. For example, john@xyz.com for an individual address, or
xyz.com for all e-mails from the xyz organization.

Adding Addresses to the Lists

To add an address to either list:

1 Type the e-mail address or domain in the text box, and then click Add.

2 Click OK to save the list.
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